Vysoka dostupnost
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Osnova - Co vas ceka

- Uvod do HA a redundantnich systémd

» Zaklady redundance na L2 (STP, PC, VPC)
» Zaklady redundance pro FH (VRRP/HSRP)
» Zaklady redundance na L3 (OSPF)

» Redundance na internetu (BGP)

» Vysoka dostupnost aplikaci/serveru



Vysoka dostupnost

*« 99.999% -> 5.26 min/rok downtime
» Uptime vs. Reachability vs. “funguje to”
* SLA na Uptime, RTT, ...
» Redundance
» Active/Passive (Master/Backup)
e Active/Active (Master/Hot Standby)

» Active/Active + Load balancing



Vysoka dostupnost v IT

% UZivatel

Application (Software)

Infrastructure
Compute Networking
(CPU, RAM) (LAN, WAN)

Hardware (servery, sitove prvky, disky, elektrina ...)



Sitové vrstvy a HA

Application
6 Presentation Application Data DNS, DDNS
5 Session
4 Transport Transport Segment TCP, MTCP
3 Network Network Packet FHRP, IGP, BGP
2 Data link Frame STP, PC, VPC, FabricPath

Link
I Physical Bit APS (SONET)



Redundance na L2
Active/Backup - STP
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vSwitch (STP comp.)




Redundance na L2
Active/Active - Port-channel (LACP)
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SW1#

interface Gi 3
switchport access vian 1
channel-group 1 mode active

interface Gi 4
switchport access vian 1
channel-group 1 mode active

interface Po 1
switchport access vian 1

SW2#

interface Gi 3
switchport access vian 1
channel-group 1 mode active

interface Gi 4
switchport access vian 1
channel-group 1 mode active

interface Po 1
switchport access vian 1
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Redundance na L2

Active/Active - Virtual Port-channel
(Multichassis port channel)
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Centralni serverovna

Patro bloku




Zapojeni serverl Informaéniho systému klubu Silicon Hill
Live configuration, 14.3.2014

“@—P peerlink, LACP (Corosync ring, DRBD)
Selhani mZe zplsobit ztatu dat

=1 Vfirtual Port Channel 21 (Corosync ring, Sluzby)
Selhani zplsobi vypadek sluZzeb gov1

Virtual Port Channel 22 (Corosync ring, Sluzby)
Selhani zplisobi vypadek sluZeb gov2 Nexus-1 E

[ NATIVE VLAN, cs-management gOV'I

192.168.127.210, Xen XAPI

NATIVE VLAN, cs-management
192.168.127.220, Xen XAPI

VLAN 208, is-servery
172 16 20 ' /24

VLAN 208, is-servery
" = D 19 :' ',._'I r 2 |',|'|'.r._“~' |

VLAN 7, net-cs-2
147 42 20 128/05

V 7, net-cs-2

14

VLAN 6, net-cs-1 VLAN 6, net-cs-1
147.32.127.192/2¢6 147 22 197 192/96




Redundance pro First Hop L2

Virtual Router Redundancy Protocol (VRRP)
Hot Standby Router Protocol (HSRP)
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R1# R2#

interface Gi 1 interface Gi 1
Ip address 192.168.1.2/24 Ip address 192.168.1.3/24
standby 2 priority 100 standby 2 priority 110
standby 2 preempt standby 2 preempt
standby 2 ip 192.168.1.1 standby 2 ip 192.168.1.1

HSRP/VRRP MAC = f(GROUP-ID) -> Kolize na stejné VLAN !!
Vzdy zapnout ovéreni (standby GROUP-ID auth ...) !!



Standby Failed
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WANT TO TRY IOU IN GNS37?

Grab your copy of IOU and follow these
instructions to have it up and running in
no tme.

C] Integrate IOU

192.168.254.10

I er O] hy &

Console

console debug help reload show start stop suspend version

=>
X:45.0Y:-97.02Z: 2.0




Redundance na L3
Dynamicky routovaci protokol (OSPF)
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SOLARWINDS NCM IN GNS3!

Complete guide to satting up Solar-
Winds NCM diractly in GNS3. Comes
with a Free Download of NCM

~ DOWNLOAD NCM

PC1
I

192.168.200.10/24 192.168.100.10/24

I er O] hy &

Console

console debug help reload show start stop suspend version

=3
X: -327.5Y:107.0Z: 1.0




Redundance na internetu

Border Gateway Protocol (Zakladni informace)



Two links to the same ISP
(one as backup only)

primary
— ¢

AS 65534

AS 65534

NANOG 41 © 2007 Cisco Systems, Inc. All rights reserved.
https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf



https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf

One Upstream, Local Exchange Point

Upstream ISP
AS130

NANOG 41 © 2007 Cisco Systems, Inc. All rights reserved.
https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf


https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf

Two links to different ISPs
(one as backup only)

Internet

/ Announce /19 block

Announce /19 block =2, with longer AS PATH

NANOG 41 © 2007 Cisc oSyst ms, Inc. All rights r eserve ed.
s: .nanog.org/meetings/nano



https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf

Two Upstreams, One Local Peer

Upstream ISP

Upstream ISP
AS140

Local Peer
AS120

NANOG 41 © 2007 Cisco Systems, Inc. All rights reserved.
https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf


https://www.nanog.org/meetings/nanog41/presentations/BGPMultihoming.pdf

Vysoka dostupnost aplikaci

Informacni systém klubu Silicon Hill
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VYSOKA DOSTUPNOST

- Redime SPOF (Single point of failure)

- Cilem je “aby se to samo nepokazilo” => Prevence
=> monitoring (trendy, ...) -> Munin
=> vcasne varovani (misto na disku, ...) -> Nagios

- Systém by si, ale “mél poradit sam” =>
Redundance

=> falil over + [load balancing]

=> replikace dat

=> fencing



PACEMAKER

- Pacemaker = Cluster manager
(http://clusterlabs.org , http://www.corosync.org)

- Node = Server, nékolik serveru je ve spolecném clusteru
(rozhoduje zvoleny master; komunikace Corosync)

- CIB = Cluster Information Base
(konvergovany stav - vsSechny nody vi vsechno = konfigurace a
stav)

- Resource = “sluzba”, napriklad IP adresa, nebo proces

- Resource Agent (RA) = “wrapper” kolem konkrétni sluzby
(parametrizovany SH skript - start, stop, ...)


http://clusterlabs.org
http://www.corosync.org

PACEMAKER - KONFIGURACE

* Definice sluzeb (RA, parametry)
primitive 1pl ocf:heartbeat:IPaddr2 params ip="1.2.3.4" cidr_netmask="24"

- Kde muze ktera sluzba bézet (primitve, score, node)
location loc_1ipl_nodel 1ipl 100: nodel

- Kolikrat ma sluzba bezet v clusteru (primtive, pocet)

clone nginx nginxd meta clone-max="2"

- Logické usporadani sluzeb
group pgsql fs_pgsql 1ip_pgsql pgsqld
colocation 1pl_on_nginx inf: 1p_1 nginx

- Poradi spousteni sluzeb

order nginx_after_ip inf: ipl nginx



/N bronislavrobenek — robenek@isl: ~ — ssh — 89x28

Current DC: pgsqll - partition with quorum

Version: 1.1.7-ee0730e13d124c3d58100016c3376alde5323cff
10 Nodes configured, 10 expected votes

16 Resources configured.

Online: [ pgsql2 ldap2 isl is2 ldapl pgsqll proxyl proxy2 svcl svc2 ]

Master/Slave Set: ms_drbd_pgsql [drbd_pgsqll
Masters: [ pgsql2 ]
Slaves: [ pgsqll ]
Resource Group: pgsql
fs_pgsql (ocf::heartbeat:Filesystem):
ip_pgsql (ocf::heartbeat:IPaddr2):
pgsqld (ocf::heartbeat:pgsql): Started
ip_is (ocf::heartbeat:IPaddr2): Started
ip_cards (ocf::heartbeat:IPaddr2):
Clone Set: nginx [nginxd]
Started: [ isl is2 ]
ip_ldapl (ocf::heartbeat:IPaddr2):
ip_ldap2 (ocf::heartbeat:IPaddr2):
ip_svcl (ocf::heartbeat:IPaddr2):
ip_svc2 (ocf::heartbeat:IPaddr2):
Clone Set: dhcp [dhcpd]
Started: [ svcl ]
Stopped: [ dhcpd:1 ]
ip_proxy (ocf::heartbeat:IPaddr2):
crm(live)# |




Vysoka dostupnost aplikaci

Aplikace OSPF misto fail-overu IP adres



HA sluzba @ 2 |okality

» 2 lokality spojené spojovaci siti

 V kazde lokalite je umisten server ktery
realizuje sluzbu http://1.2.3.4

« V standardnim rezimu mistni server
odbavuje mistni klienty

 V pripade, ze server prestane fungovat
mel by jej nahradit server v druheé lokalite

 Na dalsich slide v routovacich tabulkach:
“gi0” a “gil” uvedeno misto IP adres
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192.168.10.0/24 R1

. e@io .1/ 10.10.0.0/30

/ LOKALITA 2

srv1$ ip route
C> 10.1.0.0/24
S> 0.0.0.0/0

R1# sh ip route

C> 192.168.10.0/24
C> 10.10.0.0/30
C> 10.1.0.0/24

R2# sh ip route
C> 192.168.20.0/24
C> 10.10.0.0/30
C> 10.2.0.0/24

srv2$ ip route
C> 10.2.0.0/24
S> 0.0.0.0/0
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Gi0 .1/ 10.10.0.0/30 \.2 Gi0
W w
"= OSPF ~
R1# sh ip route R2# sh ip route
SRV1 C> 192.168.10.0/24 | | C> 192.168.20.0/24 SRV?2 /
C> 10.10.0.0/30 C> 10.10.0.0/30
srvi$ ip route H C> 10.1.0.0/24 C> 10.2.0.0/24 N srv2$ ip route
C>10.1.0.0/24 | | O> 192.168.20.0 gi0 O> 192.168.10.0 gi0 | [ C> 10.2.0.0/24
S> 0.0.0.0/0 O> 10.2.0.0/24 gi0 O> 10.1.0.0/24 gi0 S> 0.0.0.0/0
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srv1$ ip route
C> 10.1.0.0/24
C>1.2.3.4/32
S> 0.0.0.0/0

R1# sh ip route

C> 192.168.10.0/24
C> 10.10.0.0/30

C> 10.1.0.0/24

O> 192.168.20.0 giO
O> 10.2.0.0/24 gi0
O> 1.2.3.4/32 gil

R2# sh ip route

C> 192.168.20.0/24
C> 10.10.0.0/30

C> 10.2.0.0/24

O> 192.168.10.0 gi0
O> 10.1.0.0/24 ¢gi0
O> 1.2.3.4/32 gil

lo0

SRV2

1.2.3.4/32

S

.

srv2$ ip route
C> 10.2.0.0/24
C> 1.2.3.4/32
S> 0.0.0.0/0




SRV1

Gi0 .1/ 10.10.0.0/30 \.2 Gi0

LOKALITA 2

"=~ OSPF ~

srv1$ ip route
C> 10.1.0.0/24
C> 1.2.3.4/32
S> 0.0.0.0/0

R1# sh ip route

C> 192.168.10.0/24
C> 10.10.0.0/30

C> 10.1.0.0/24

O> 192.168.20.0 gi0
O> 10.2.0.0/24 gi0
O> 1.2.3.4/32 qif

R2# sh ip route
C> 192.168.20.0/24
C> 10.10.0.0/30

C> 10.2.0.0/24

O> 192.168.10.0 gi0
O> 10.1.0.0/24 gi0
O> 1.2.3.4/32 qif

S

[~

srv2$ ip route
C> 10.2.0.0/24
C> 1.2.3.4/32
S> 0.0.0.0/0
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LOKALITA 2

lo0 ?
A R1# sh ip route

SRV1 C> 192.168.10.0/24
C> 10.10.0.0/30
C> 10.1.0.0/24
O> 192.168.20.0 gi0

O> 10.2.0.0/24 gi0
O> 1.2.3.4/32 gi0

R2# sh ip route
C> 192.168.20.0/24
C> 10.10.0.0/30

C> 10.2.0.0/24

O> 192.168.10.0 gi0
O> 10.1.0.0/24 ¢gi0
O> 1.2.3.4/32 gif

S

.

srv2$ ip route
C> 10.2.0.0/24
C> 1.2.3.4/32
S> 0.0.0.0/0




Co dal?

o Virtual Switching System (VSS)
» FabricPath / TRILL

* QoS, FRR

e Disaster Recovery

» Synchronizace databazi



Dotazy?






