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Uvod do sitovych technologii

Bronislav Robenek, 30. Rijen 2014



Osnova - Co vas ceka

» Fyzicka vrstva - Média

» Sitové vrstvy a zapouzdreni
« MAC Adresa

» IP Adresa, sité a masky
 Priklady komunikace
 Pfehled sitovych prvku (HW)

e Diskuze



differentf modes

/ o\

core

Multimode Fiber \

cladding

/

Single Mode Fiber ,
sfpopticaltransceiver.com, autechnologies.com, molexpn.com, networking.layer-x.com


http://networking.layer-x.com
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Sitové vrstvy

7  Application

6 Presentation | Application Data HTTP, FTP, RTP, ...

5 Session |

4 Transport | Transport | Segment TCP, UDP

3 Network | Network Packet IP, IPv6

2 Data link | Data link | Frame Ethernet, ATM (xDSL)

I Physical | Physical | Bit Metalika, Optika, Bezdrat
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Layer 4

Layer 3

L4 Segment (TCP/UDP/...)

Protocol

Layer 2

L3 Packet (IP/IPv6/...)

Src MAC
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MAC Adresy (L2, 6B)

« 00:23:32:ed:d5:15, 0023.32ed.d515

OUI Interface
00 |23 |32 ([ED|D5 | 15
ojo{o|ofo|o|o0fO

|
Multicast Bit

Local Bit
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IPv4 Adresy (L3, 4B)

« Zapisovano dekadicky po bytech
«147.32.127.214
«192.168.15.0

 Privatni adresy (RFC1918)
«192.168.0.0/16
«172.16.0.0/12
«10.0.0.0/8



IP Adresy a site

» Sit muze byt zapsana jako
e 147.32.114.0/24
e 147.32.114.0 netmask 255.255.255.0

o 25 255.0 —
11111111 11111111 00000000

« /24 = Pocet 1 zleva, zbytek O



Priklad 1

» Je adresa 192.168.10.10 ze site
147.32.127.128/25 ?

/25 = 255.255.255.128 (Maska site)
11111111 111111711 11111111 10000000

192.168.10.10 =
11000000 10101000 00001010 00001010

147.32.127.128 =
10010011 00100000 01111111 10000000



Priklad 1

» Je adresa 192.168.10.10 ze site
147.32.127.128/25 ?

/25 = 255.255.255.128 (Maska site)
11111111 111111711 11111111 10000000

192.168.10.10 =
11000000 10101000 00001010 00001010

147.32.127.128 =
10010011 00100000 01111111 10000000

» Ne, adresy siti se neshoduji



Priklad 2

» Je adresa 192.168.10.10 ze site
192.168.10.0/24 ?

[24 = 255.255.255.0 (Maska sité)
11111111 11111111 11111111 00000000

192.168.10.10 =
11000000 10101000 00001010 00001010

192.168.10.0 =
11000000 10101000 00001010 00000000



Priklad 2

Je adresa 192.168.10.10 ze site
192.168.10.0/24 ?

[24 = 255.255.255.0 (Maska sité)
11111111 11111111 11111111 00000000

192.168.10.10 =
11000000 10101000 00001010 00001010

192.168.10.0 =
11000000 10101000 00001010 00000000

, adresy siti se shoduji



Typické masky
e /32 - 255.255.255.255 - 1 adresa
« /30 - 255.255.255.252 - 2 adresy = “Spojovacka”
e /25 - 255.255.255.128 - 126 adres =“Pul cécka”
o /24 - 255.255.255.0 - 254 adres = “Cécko”
e /22 - 255.255.252.0 - 1022 adres
e /16 - 255.255.0.0 - 65534 adres = “Bécko”

» /8 - 255.0.0.0 - 16777214 adres = “Acko”



ipcalc - Sité snadno

$ ipcalc 147.32.127.214/25

Address: iy 127,214

Netmask: 255.255.,255.128 = 25 11111111 11111111 11111111 1 096000000
Wildcard: ©0.0.0.127

=D

Network: 147.32.127.128/25 10

HostMin: 147.32.127.129

HostMax: gy 2 5127, 254

Broadcast: 147.32.127.255

Hosts/Net: 126 Class B

 http://jodies.de/ipcalc
» brew install ipcalc

» aptitude install ipcalc


http://jodies.de/ipcalc

VLSM 4+ Subnet zero

192.168.0.0/24
0...255

192.168.0.0/25
0...127

192.168.0.0/26
0...63

192.168.0.0/27
0...31

192.168.0.0/28
0...15

192.168.0.0/29
0...7

192.168.0.0/30
0,1,2,3

192.168.0.4/30
4,5,6,7

192.168.0.8/29
8...15

192.168.0.8/30
8,9, 10, 11

192.168.0.12/30
12,13, 14, 15

192.168.0.16/28
16 ... 31

192.168.0.16/29
16 ... 23

192.168.0.16/30
16, 17,18, 19

192.168.0.20/30
20, 21, 22, 23

192.168.0.24/29
24 ... 31

192.168.0.24/30
24, 25, 26, 27

192.168.0.28/30
28, 29, 30, 31
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Domaci sit

WiFi
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Internet ISP1

1 MAC: CC
192.0.2.0/30
2 MAC: DD
R1 @ S> 0.0.0.0 via 192.0.2.1
1 MAC: EE
192.168.1.0/24

Gi

W1 P Gi3

Gi2
10 MAC: AA 20 MAC: BB

@) 1P:192.168.1.10 @) IP:192.168.1.20
&= Maska: 255.255.255.0 @@=V Maska: 255.255.255.0

Gateway: 192.168.1.1 / Gateway: 192.168.1.1
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Komunikace na L2



SW1 L2 FIB

PORT MAC

——

A/
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SW1 L2 FIB

PORT MAC

SW1 Gi2 AA

——

A/

MAC: BB

Bronislav Robenek



SW1 L2 FIB

PORT MAC
Gi2 AA

SW1

@ Q4 Src MAC = BB |

[:]I Dst MAC = AA
H’ ) ;
—— Cau, jak je?

A/

MAC: BB
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SW1 L2 FIB

PORT MAC
SW1 Gi2 AA
Gi3 BB

Cau, jak je?

Bronislav Robenek



ARP

Address Resolution Protocol



" &

.1 MAC: EE

192.168.1.0/24

Git
SW1 e Gi3
Gi2

_ 10
mml
——r

A/

ARP
Kdo je .20 ?
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" &

.1 MAC: EE

192.168.1.0/24
Gi

SWi1 ’ Gi3
Gi2

10

|
Q

——

A/

ARP
Kdo je .20 ?
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"

(3) | .1 MAC:EE

192.168.1.0/24
Gi

SW1

Ja, .20 je BB

ARP
Kdo je .20 ?
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Komunikace na L3 |.

L ocal network



R1 ~®

.1 MAC: EE

192.168.1.0/24
Gi1
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R1

1 MAC: EE
192.168.1.0/24

Bronislav Robenek



.1 MAC: EE

192.168.1.0/24
Gil

MAC: BB
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Komunikace na L3 Il.

Default gateway/route



@ ISP

1 MAC: CC
192.0.2.0/30
2 MAC: DD
R1 @ S> 0.0.0.0 via 192.0.2.1
.1 MAC: EE
192.168.1.0/24
Git
W1 i Gid

Gi2

N .20
I

MAC: BB

SrcIP=.10
Dst IP =8.8.8.8

Ahoj na L3
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Q ISP

1 MAC: CC
192.0.2.0/30
2 MAC: DD
R1 @ S> 0.0.0.0 via 192.0.2.1
1 MAGC: EE
192.168.1.0/24
Gi1
W1 i Gid

Gi2

20

=
MAC: BB
Src IP =.10
Dst IP =8.8.8.8

Ahoj na L3
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Q ISP

.1 MAC: CC
192.0.2.0/30
2 MAC: DD
R1 @ S> 0.0.0.0 via 192.0.2.1
1 MAC: EE

192.168.1.0/24
Gi

SW1

~ .20
i

MAC: BB

Dst MA
SrclP=1
Dst IP = 8.8.8.8

Ahoj na L3
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Q ISP

.1 MAC: CC

192.0.2.0/30

2 MAC: DD

R1 SEE2 S>0.0.0.0 via 192.0.2.1
1 MAC: EE

192.168.1.0/24

N .20
i

MAC: BB

Dst MA
SrclP=1
Dst IP = 8.8.8.8

Ahoj na L3
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&
.1 MAC: CC
- 192.0.2.0/30

SrcIP = 10 2 MAC: DD
Dst IP =8.8.8.8

S> 0.0.0.0 via 192.0.2.1
MAC: EE

Ahoj na L3

192.168.1.0/24

20

I.
AQ'
A/

——

MAC: BB

SrcIP=.10
Dst IP =8.8.8.8

Ahoj na L3
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Q ISP

.1 MAC: CC

192.0.2.0/30

Src IP =.10 2 MAC: DD
DstIP =8.8.8.8 S> 0.0.0.0 via 192.0.2.1

Ahoj na L3 MAC: EE

192.168.1.0/24

20

I.
AQ'
A/

——

MAC: BB

SrcIP=.10
Dst IP = 8.8.8.8

Ahoj na L3
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Komunikace na L3 Ill.

Network Address Translation



192.0.2.0/30 K/\ 147.32.30.128/25

2,DD A1, EE@ Internet 8.254, EO

R

1, CC \K/J | 177, A0
192.168.1.0/24 = |
* !I
Webovy server
’ 10, AA Y
5) Src MAC = AA
/ 4 — Dst MAC = CC
| Src IP = 192.168.1.10
Klient Dst IP = 147.32.30.177
Src Port = 1234
Dst Port = 80
o GET/HTTP/1.0
@ hitp://siliconhill.cz Host: silconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port

192.0.2.0/30 147.32.30.128/25

R1 .2, DD .1,EE@ Internet e.254, EO

Src MAC = AA \_L/J 77, AO
Dst MAC = CC A
SrcIP=192.168.1.10 ?I
Dst IP = 147.32.30.177 —
Src Port = 1234 Webovy server
Dst Port = 80
@ GET/HTTP/1.0
Host: silconhill.cz

Klient

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768
192.0.2.0/30 147.32.30.128/25
2, DD .1, EE 254, EO
R1 2P : @ Internet @ ’

O
Src MAC = DD \_L/J 77, A0
Dst MAC = EE

y 7
Src IP =192.0.2.1 ?I
Dst IP =147.32.30.177 —
Src Port = 5768 Webovy server
Dst Port = 80

GET/HTTP/A.0
Host: silconhill.cz

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 /f\ 147.32.30.128/25

2,DD 1, EE e.254 EO
R1 ’ ’ ernet = ’
Src IP = 192.0.2.1 / 77, A0

Dst IP = 147.32.30.177 ﬁl
-

Src Port = 5768
Dst Port = 80

GET/HTTP/1.0
Host: silconhill.cz

Webovy server

®

Klient

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 /‘/\ 147.32.30.128/25
2, DD .1, EE = ~ 254, EO
R1 ’ , 6~ Internet
)

Src MAC = EO 77, AO
Dst MAC = A0 ﬁl
Src IP =192.0.2.1 -
Dst IP = 147.32.30.177 —
Src Port = 5768 Webovy server
Dst Port = 80

@ GET /HTTP/1.0

Host: silconhill.cz

Klient

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 /f\ 147.32.30.128/25
<wmy 2, DD .1, EE o w254, EO
R1 Internet

177, AO

(10}
Src MAC = EO iI

[
Dst MAC = A0
Src IP =192.0.2.1
Dst IP = 147.32.30.177

@ Src Port = 5768

Dst Port = 80

Klient GET/HTTP/1.0
Host: silconhill.cz

Webovy server

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 /f\ 147.32.30.128/25
<wmy 2, DD .1, EE o w254, EO
R1 Internet

177, AO

R
il ;3
r
11

Webovy serve

Src MACZ AO

@ Dst MAC = EO

Src IP =147.32.30.177

Klient Dst IP =192.0.2.1
Src Port = 80

Dst Port = 5768

- : <html>...</html>
@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 147.32.30.128/25
2,DD 1, EE <=2 254, EO
R1
77, A0
Src MAC = EE
Dst MAC = DD —
Src IP =147.32.30.177 Webovy server
Dst IP =192.0.2.1 @
Src Port = 80

Dst Port = 5768

<html>...</html>

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 147.32.30.128/25
2,DD 1, EE <=2 254, EO
77, A0
Src MAC = CC
Dst MAC = AA —
Src IP =147.32.30.177 Webovy server
Dst IP = 192.168.1.10 @
Src Port = 80

Dst Port = 1234

<html>...</html>

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



R1 NAT Table

Dst IP Src Port Dst Port NAT Src IP NAT Src Port
192.168.1.10 | 147.32.30.177 | 1234 | 80 | 192.0.2.1 7 5768

192.0.2.0/30 147.32.30.128/25
2,DD 1, EE <=2 254, EO
R1
77, A0
Src MAC = CC
Dst MAC = AA —
Src IP =147.32.30.177 Webovy server
Dst IP =192.168.1.10 @
Src Port = 80

Dst Port = 1234

Klient <html>...</html>

@ http://siliconhill.cz

@ DNS Query A siliconhill.cz

@ DNS Reply 147.32.30.177

@ Je 147.32.30.177 v mé siti?
-> Ne -> ARP Default GW .1 Bronislav Robenek



Juniper

Catalyst 2960-S Series S|

network-switches.net, juniper.net, tp-link.com


http://tp-link.com

JuniPer

cisco.com, juniper.net, techgage.com


http://techgage.com

Modularni L3 Switch

datacentreshop.co.uk, juniper.net


http://juniper.net

Co jsme neprobrali

« VLAN, STP, Port channel, VPC

« SNMP, Management, Dohled

« DNAT, SNAT, NAT 1:1

» Routovaci protokoly, Staticke routy
» PBR, VRF, QoS, CoPP

e VPN - Site to site + Remote access






