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Sit klubu Silicon Hill

Bronislav Robenek, 23. Rijen 2014



Uzivatelé, Sprava
 Uzivatelé (~3500 clenu)
» Musi byt cleny klubu Silicon Hill
» Registrace u Registratoru
» Platba clenskeho prispéevku
» Registrator
» Admini bloku a jejich zastupci

» Sitova skupinka, Spravce sité
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Te = Ten Gigabit Ethernet ~ 10 Gbps
Gi = Gigabit Ethernet ~ 1000 Mbps
Fa = Fast Ethernet ~ 100 Mbps

Po = Port channel
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Distribuce
2x Nexus 5596UP

Patrové switche (2-5 Patro)
80x C2960S(X)-48
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Uzivatelska PC + AP

Staré patrové switche
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2960S (48x Gi, 2x Te)
2960S (48x Gi, 2x Te)

Distribuce
2x Nexus 5596UP
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= Trunk - Optika 10G
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:> Trunk - Metalicky (Backup)
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2950/2960 (24x Fa, 2x Gi)
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2950/2960 (24x Fa, 2x Gi)
2950/2960 (24x Fa, 2x Gi)
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Access porty

«10/100/1000BASE-T
« Administrativne pridelované IP adresy
» MAC port security €7
» IP access list (anti-spoofing)
» DHCP Snooping, DHCPv6 Guard
» [802.1x - UN,PW,MAC,Port]

 Na portech




IPv4 Konfigurace portu

interface GigabitEthernetl/0/15
description 515A
switchport access vlan 61
switchport mode access
switchport port-security
switchport port-security mac-address QQ##.####.d622
1p access-group ACL-G11/0/15 1in
no cdp enable
spanning-tree portfast
spanning-tree bpduguard enable
end

1
2
3
4
5
6
7
8
9

Standard IP access 1list ACL-G11/0/15
10 permit 0.0.0.0
20 permit 147.32.116.56
30 deny any




IPvb Konfigurace portu

interface GigabitEthernetl1/0/15

ipvo traffic-filter ACLv6-G11/0/15 1in
1pvo nd raguard
1pvo dhcp guard attach-policy dhcp-client

end

IPvb access list ACLv6-G11/0/15
permit 1pvo host 2001:718:2:61::5A any sequence 10
permit 1pvo FE8@::/64 any sequence 20
deny 1pvb any any sequence 30




Layer 2 Layer 3

« 62 VLAN 1 Router - C6509
* 1 VLAN - 1 subnet . Djrectly connected

» Nepouzivame VTP \ At 5 FWSM, Logy
» Rapid-PVST

_ » Policy Based Routing
e Virtual Port Channel

e Border In/Out ACL
 PIM SM (Multicast)

» Static default route



Centralni serverovna

Patro bloku




IP Rozsahy

e CVUT (CESNET)
147.32.112.0/20
147.32.30.0/23
2001:718:2::/56

« Ha-vel
213.195.201/25
2a02:570:8f::/56

» Vnitrni adresace
10.0.0.0/8 - Sitové prvky
192.168.0.0/16 - Ostatni zarizeni
172.16.0.0/16 - NAT CVUT
172.17.0.0/16 - NAT Ha-vel




Sprava a dohled

» Sprava sitovych prvku

» AAA: tacacs+ (SSO, Live + 24h Reporty)
» Zaloha konfigurace: rancid (24h)

» Logovani: Observium, rsyslog

» Monitoring: Observium, Icinga

» Informacni systém klubu Silicon Hill

» Konfigurace access portu

» Kontrola globalni konfigurace, MOTD
» DHCP,DHCPv6,DNS,SMTP

» LDAP,RADIUS,Tacacs
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® OO0 Information system of Silicon Hill club

8+ A\ https @ is.sh.cvut.cz

¢ ok .
3 PA\SHICOH Hill

Information system of Silicon Hill club
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o Silicon Hill membership
A Signinto IS

(Wl Reader n : m

You have to be registrated and pay membership fee to become a member. Students living in the Strahov dormitory can
robenek be registrated by the people called registrator. Others can be registrated in the club office. By signing you accept all
terms and conditions of the Sillicon Hill and become member of the Studentska unie CVUT (CTU Student Council).

Fassword Information system Pre-registration

Forgotten password? N . L N
System for maintaining membership, Fill in online pre-registration form and

membership fees evidence, and Registration form (you can get one
. network devices managing. For from registrator) to make registration
Recogmzed user comments and bug reports use bug process easier and faster. Then,
it . You will need your pre-registration
Name: Bronislav Robenek Network access number, Registration form and ID.

Username: robenek To access wired or wirless network / Pre-registration
you will need registred device and
login credentials of your account.

Authentication is provided by |IEEE

Nearest registrators 802.1x, or MAC address (depends on
switch configuration).

Email: b.robenek@sh.cvut.cz

Room Name

Blok 6/240  Jakub Kameniar
Blok 6/305  Vojtéch Dvorak
Blok 6/330  Slavomir Kozar

# Device configuration

reporting system. registrator can finish your registration.

Membership fees

Services will be activated after the
registration and membership fee
payment. Membership fees can be
paid by bank transfer, postal order or
cash deposit in the bank. If you are
not sure how and where to pay, you
can use our Membership fees
calculator.

™ Membership fees calculator




/N robenek — ssh — 83x35

ssh 10.7.150.1

Last login: Wed Oct 22 16:47:43 on ttys0o4
robenek®br-wifi:;~$ ssh 10.7.150.1
Password:

Cisco Systems (WS-(C2960S-48TD-L)
b@705a-esw, Blok 7/5vzd

+-- Informace o switchi
| Admin: (Cajovna/Cajovna)
| Posledni autoconfig: 22.10.2014 04:00:006

—————giL) 40 2 R O L Y NN B
| Na switchi chybi nasledujici konfigurace: I
| errdisable recovery cause bpduguard I
| errdisable recovery cause link-flap I
| interface Vlanl |
|  shutdown I
| interface Vlian201 I
| description MANAGEMENT |
| no spanning-tree optimize bpdu transmission I
| ip ssh version 2 I
| ip tacacs source-interface Vianzol |
| tacacs-server host I
| tacacs-server key 7 I
| 1ine con @ I
| exec-timeout 30 0 I
| 1ine vty 0 4 |
| logging synchronous I
| transport input ssh I
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SiliconHill.cz IS Wiki Support Sluzby ~ Projekty ~ Akademie ~ Akce ~

QA\SWCOH 1l Pfehled sitového provozu

VytiZzenl sité Aktivita sitard

M nternet (Ha-vel) download

M Internet (Ha-vel) upload

M Internet (CVUT) download
Internet (CVUT) upload

o Traffic CVUT (Mbps)
™ Traffic Ha-vel (Mbps)
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Tacacs.sh - Silicon Hill

3 Reader I

SlliconHil.z IS  Wiki  Support
i"{\ Aktivita sitaru
VytiZzenl sité Aktivita sitafd

dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@040la-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
dsicner@0401b-esw#
#

configure terminal

radius-server deadtime 5
radius-server directed-request restricted
radius-server vsa send authentication
radius-server host 147.32.30.### auth-port 2345 key ####*
exit

write

show running-config

logout

configure terminal

interface vlan 1

ip route-cache

exit

interface vlan 201

ip route-cache

exit

no ntp clock-period

exit

write

show running-config

reload




netadmins-rancid | GitLab g"

= G | GL git.sh.cvut.cz/netadmins-rancid/tree/master/SH/configs (o

Commits Network Settings

| ‘master v | > netadmins-rancid / SH / configs

Last Update Last Commit > dc9452aebf8 - updates of group SH

- 10.0.0.1 7 days ago updates of group SH

- 10.0.0.2 3 days ago updates of group SH

- 10.0.0.3 3 days ago updates of group SH

- 10.0.1.1 3 days ago updates of group SH

-1 10.0.3.1 3 days ago updates of group SH

-1 10.0.4.1 3 days ago updates of group SH

-1 10.1.90.1

- 10.10.100.1

| 10.10.100.2

3 days ago

3 days ago

3 days ago

updates of group SH

updates of group SH

updates of group SH

rancid undates of aroun SH
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A\silicon Hill Pfehled sitového provozu

Vylizenl sité Aktivita sitafd
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™ Traffic CVUT (Mbps)

18:5700 18:57:10 18:57:20 18:57:30 18:57:40 185750 18.:58.00 18:58:10 18:58:20 18.58.30

™ Traffic Ha-vel (Mbps)




™ Traffic CVUT (Mbps)
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Moznosti jak se zapojit

e Centralne

» Sprava centralnich prvku (C6509,N5596,ASA5515)
» Pomoc blokum

» Dokumentace
» Wi-Fi Skupinka

» Na blocich (Sprava blokovych prvku)

» Admin bloku, Zastupce admina
» Registrator

e Informacni systém PA\

?



Vzdelavani
» Sitové ctvrtky
http://sit.sh.cvut.cz

» SUT - Stredisko Unixovych Technologii
http://sut.sh.cvut.cz

- Sitafina v praxi
http://sitarina.sh.cvut.cz

e Cisco Networking Academy

http://cna.su.cvut.cz
A



http://sit.sh.cvut.cz
http://sut.sh.cvut.cz
http://sitarina.sh.cvut.cz
http://cna.su.cvut.cz

Kontakty

e Netadmins

» <netadmins@sh.cvut.cz>
» <wifi@sh.cvut.cz>

« ReSeni incidentd
» <abuse@sh.cvut.cz>

» Informacni systém

» https://is.sh.cvut.cz
» <is@sh.cvut.cz> PA\

?
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